KomnbloTepHble ceTu

MoTpe6HOCTY B KOMMBIOTEPHBLIX CETSIX 0purca UM KOMMAEKca 3HaUNTE/IbHO 3aBUCAT OT
6r0)KeTa, pa3Mepa, MOLLHOCTY U 06LLMX OnepaTUBHbIX NOTPEBGHOCTEV opraHmM3aLmu.
OpraHuzaumam cnegyeT N3y4nTb BO3MOXHOCTb HaliMa cnewumann3vpoBaHHoro VT 1 ceTeBoro
nepcoHana Ansa noaAepXKu HacTPOMKM 0UCHBIX N NOJ0PUCHBIX CeTelA.

HacTpoiika opucoB/KoMNNIEeKCOB

B 60/1bLUNHCTBE C/ly4aeB B NOJIEBbIX YC/I0BUSX UCMO/b3YETCA HECKOIbKO BUAOB OPUCHOTO
ceTeBOro o6opysoBaHus. Cloga MOXeT BXOANUTb:

MopaknioyeHme K BHELLHEMY UHTEpPHEeT-NPoBaiAAepy - NoAK/II0YeHVe K BHELLHEMY UHTepHeT-
nposaiigepy (ISP) MoxeT ocyLLecTBNATLCA B BUAE CNYTHUKOBOro VIHTepHeTa, TenedpoHHOI
JNINHAN NN KaKo-nn6o apyroii ¢opMbl BbieI@HHOI0 NOAKIKYEHMNS K CeTU, MOATBEPXKAEHHON
VHTEepHeT-npoBaigepomMm.

MOAEM - MogeMbl NMPUHNMAKT CUTHasbl, NOCTynakwowne oT MHTepHeT-HpOBaVIAepOB, n
I'Ip606p33yI-OT X B NpUrogHblie ana Nncnosib3oBaHua CUrHazabl No 4OMallHUM Unn OCIDI/ICHbIM
cetam. Mogembl Takxe coAep>XKaT NoJib30BaTe/IbCKYHO I/IH(I)OpMaLI,I/II'O, KOTOpas ncnosb3yeTcd
ana I/I,CI,EHTVICI)I/IKaU,VIVI, OTCNIEXXKBAHUA N MOHUTOPWHIa Tpac|>|/||<a B Lenax 6e3onacHoOCTN U
BbiCTaB/ieHUA cyeToB. be3s mogema noboe AOMallHee Nnnn ceteBoe 060pyAOBaHI/Ie 6yp,eT
Hecnoco6Ho nogaep>XxmeaTtb CBA3b C BHEWWHUMK CETAMU.

MapLupyTusaTop - 3T0 YCTPOIACTBO, KOTOPOE pasaensieT U ynpaBaseT UHTepHeT-Tpadpunkom,
MO3BONSIA HECKOIbKMM BblYMCINTENIbHBIM YCTPOMCTBAM MIMETb CBOU COBCTBEHHbIE
yHuKanbHble IP-agpeca n MAC-agpeca 1 oHOBpeMeHHO 06MeHNBaTbLCS JaHHbIMU C
WNHTepHEeTOM 1 ApYr C APYroM no ceTu. MapLupyTusaTopbl MMeIT pa3inyHble KOHGUTrypaumm
1 GyHKUMKN. HeKoTopble MapLUpyTU3aTOPbl MOTYT OTC/IEXMBATb M KOHTPOIMPOBaThb Tpaduk B
NOKanbHO ceTn, a Apyrve NMerT BO3MOXHOCTb noakatoveHns K Wi-Fi. Tun ncnonb3syemoro
MapLupyTM3aTopa 6yAeT 3aBUCETb OT 3KCMJIyaTaLMOHHbIX NOTPEe6HOCTENN.

Me)xceTeBoiA 3KpaH - 3T0 Jilo60e YCTPOIACTBO, KOTOPOE CneLmanbHO OTCNeXNBaeT 1
$UNBbTPYET NHTEPHET-CoAepXXMMOoe, MOCTyrNatLLee N3 BHELLHUX ceTeld. MexceTeBble 3KpaHbl
noJsiesHbl AN19 NpeAoTBPaLLEHUS BPEAOHOCHOI0 NPOrpaMMHOro ob6ecneyeHums, ciy4aiHoro
HEeCaHKLUMOHNPOBAHHOMO BTOPXKEHUS B CETU UMW AaxKe Ans 610KUPOBKM COAEPXKMMOTO, He
paspeLueHHoro UT-NoanTUKOWM oTAeNIbHbIX OPraHM3aunii. B yNpoLLEeHHbIX CeTAX MeXceTeBble
3KpaHbl YacTo 06BEAUHSOTCA C MOAEMAMM WU MapLLpYTU3aToOpamMu, MpY 3TOM pacLUMpeHHbIe
CeTN MOTYT METb aBTOHOMHbIE MeXCeTeBble 3KPaHbl, KOTOPbIe MMEHT pa3nNUHbIe
NMPOTOKO/bI AN Pa3HbIX NOJib30BaTeneli cepBumca.

KommyTaTop - ceTeBOli KOMMYyTaTOp NpeAcTaBAseT co60ii ycoBepLUEHCTBOBAHHYO Gpopmy
MapLLPYTM3aTOPa: OH KOHTPOAUPYET U pacnpesensieT IHTEPHET MeXAy HEeCKONbKUMU
CeTeBbIMU YCTPOLiCTBaMU, OAHAKO KOMMYTaTOpPbl CMNOCO6HbI OCYLLECTBAATL AeTalbHbIlA
MOHMWTOPVIHT N KOHTPOJb BMJIOTb A0 YPOBHS OTAE/bHbIX YCTPOMCTB. KOMMYyTaTOpbI TakXe
NCNoJb3YHTCA AN GUNbTPaALMK, 6OKUPOBKU 1 3aLLUTLI BHYTPEHHWX CETE, aHAaNOrM4YHO
Me>XKCeTEBbIM 3KpaHaM, 3aLLMLLAIOLLMM OT BHELLHUNX Yrpo3s.

CepBep = 3TO KOMMNbKTEPDbI, MOJIHOCTbIO NpeAHa3Ha4YeHHbIe 419 XpaHeHUA 1 COBMeCTHOro
ncnonb3oBaHUA <|>a|‘/’|n0|3 B ceTwn. CepBepr MoryT 6bITb TAKUMU Xe NPOCTbIMU, KakK 06blUHble
HACTOJIbHbl€ KOMMNbKTEPDbI, NIV TAKUMK XKe CNOXKHbIMU, KaK 6onbLIne cneynanm3npoBaHHbIe
BblYNC/INTEJIbHbIE yCTpOVICTBa, npegvsasiaaolme ocobblie Tpe6OBaHVIﬂ K yCTaHOBKe. B
nocnegHue rogbl MHOrme opraHm3auunn Hadaam ncnosib3oBaTb «BHELWLHWE» CEPBEPDbI, Ha



KOTOpPbIX XPaHATCA 1 YNpaBasaoTcsa paiibl U JaHHbIE N3 MECTOMON0XEHWIA, PaCNoIOXEeHHbIX
3a npegenamuv odncos, NHOrAa B Apyron ctpaHe. Cepeepbl BHe NoMeLLleHNIA — BNoaHe
npuemsiemMble peLleHUs, 04HaKo, ecnu NnoJsib3oBaTe/In cepBepa MMerT HecTabuabHoe
noakntoyeHme K IHTepHeTy, noKasn3oBaHHbIV cepBep MOXeT 6bITb NpeanoyTUTeNbHee.

BHewWHW HTepHeT-NpoBaaep
Mogem
MapLupyTrnsaTop/MexKceTeBow aKpaH
MapuwpyTtusaTtop Wi-Fi

CeTeBOI1 KOMMYyTaTOpP

o Ul hlWN =

Cepsep

OnepavuvioHHas 6e30nacHOCTb

Tp660BaHVIF| K 3KCI'I}'IyaTaLI,VIOHHOI7I 6e3omnacHoCTU Ka)KAOVI M3 NOKa/bHbIX ceTen AOJDKHbI
COOTBETCTBOBATb OCHOBHbIM NMpaBuni1aM.

KoHTpoOAnb AOCTYNa - TO/IbKO YNOJIHOMOUYEHHbIE IMLLA AO/DKHbI UMEeTb AOCTYN K CETAM U
BbIUMCINTENBbHBIM YCTPOWCTBAM. Bce KOMMbHOTEPbLI A0/IKHbI 6bITh 3aLUULLEHBI MAPONEM, a AN
MapLpyTumsaTopoB Wi-Fi Takke Ao/kHbl Tpe6oBaTbCsA yUeTHble gaHHble. HekoTopble ceTn
NnpeaocTaBsioT BPEMEHHbI FOCTEBOM AOCTYM, OAHAKO NOTPE6GHOCTY B CNeLmanbHbIX
HaCcTpoiKax BapbMpYTCA B 3aBMCMMOCTM OT ONepPaLVIOHHO cpeapl.

BpepoHoCHOe NporpamMmmHoe o6ecneyeHue - BCe BbIYMCAUTE/bHbIE YCTPOCTBA B CETAX
AOJKHBI UMETb TY NN UHYHO GOpMY aHTUBMPYCHOIO NPOrpaMMHOro obecrneyeHuns, a
onepaLMoHHble CUCTeMbl BCera A0NXKHbI 6bITb 06HOBEHbI. OpraHM3auunsam cnegyet
paccMoTpeTb BO3MOXHOCTb YCTAHOBKUW MeXCeTeBbIX 3KPaHOB U/1N KOMMYTaTOPOB C
ynpaBAseMbIM/ HAaCTPOIiKaMu, YTOBbI TaKXKe COKPaTUTb NMOMbITKW BTOPXXEHMWSA AV Nepeaayn
BPEAOHOCHOro NporpaMMHoro obecneyeHus.

MNonuTtuka B o6nacTm UT - opraHmsaumnsam cnegyet paspabatbiBaTb 1 pacnpocTpaHaTb
BHYTPEHHIO0 NOANTUKY B 06nactu UT cpeam Bcex COTPYAHMKOB 1 Nosib3oBaTeneli ceTu.
MonuTtukm B o6nact UT foNXKHbI BKAKOYATb NpPaBuia U NON0XKEHNS O TOM, UTO cUMTaeTCs
nprvieMnemMblM NoBeAeHNeM, KaKOBbl NMPaBuJia UCNOJIb30BaHWA Pa3INYHbIX TUMOB
o60pyA0BaHMSA, 1 YCTaHaBINBAaTb PYKOBOASLLME NPUHLMMBI B C/TlyYae HecobtoAeHs.
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